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ABSTRACT

Video Surveillance is a well-established monitoring technology which has applications in a myriad of sensitive and complex
domains. In this following context, we are presenting a novel home surveillance system on pose estimation, fog computing,
federated learning and image processing for real time surveillance of small children and old people keeping the sensitivity of
personal information in mind. The said system would help in preventing child abuse and monitoring of old age people when
no-one is present in the house. It is implemented using areal time analysis algorithm which uses a unique kind of data-
preprocessing. We also propose a unique two-level encryption method which would prevent personal data from being
divulged and helps in maintaining the privacy of the concerned individual, and as such our solution has an impact on the
present society which demands both real-time surveillance and privacy-security. We also demonstrate how our solution can
be adapted to the next generation wireless architecture i.e. 5G and 6G when fully deployed.
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1. INTRODUCTION

Over the past few years, the number of working people in a family has been increasing [1], because of which children and
senior people have to stay at home alone without some- one to look after them. As a result, at present many work- ing couples
are looking for alternatives to look after their children and also their aged parents which includes appoint- ing a caretaker or
some sort of video surveillance. Typical Video surveillance systems are difficult, time-consuming, and costly to install and
operate. The general wireless based solutions allow remote access for users for viewing, review- ing stored information, and
controlling the system’s compo- nents, done primarily via wireless connection to a remote controller computer (Internet) or
via cellular path. How- ever, they do very rarely incorporate measures to secure the streamed data from wireless interception
or Internet enabled interception. Apart from video surveillance, the option of manual observance i.e. appointing a caretaker
may also lead to many problems. In recent times, the number of child abuse cases and the bad take-care of old aged people
have increased considerably. For all such reasons, most people nowadays are trying to move towards modern solutions,
which include intelligent surveillance systems to meet their needs.

The increase in the computational power and the advance-
ment of computer vision systems, the research and the ap- plications of surveillance systems has developed alot. In [2],
[3] and [4], the reader can find the evolution of video surveillance in recent decades. In [5], the author has de- signed a
robust video surveillance technique for fall detec-tion of elder people by analyzing the human shape defor- mation. The
innovation in computer vision for human behavior understanding is considered as an advancement in the video analysis
(including video surveillance) field. Along with video analysis, computer vision techniques havealso evolved in other tasks
which include object tracking [6],hand gesture [7], autonomous vehicles [8] among many others. It will be unfair if the
mention of deep learning is not mentioned in this context. Deep learning techniques have given the research in computer
vision [9] [10] [11] a new perspective. The deep neural network architectures devel- oped in recent years helped in making
huge progress in the above mentioned fields. Some of the notable and benchmark architectures are VGG16, VGG19 [12],
Inception [13] [14] [15], Res-Net [16] and Spine-Net [17]. Graph is said to be a great tool to build the combinatorial
relationship between entities. Relationship between features in an input dataset is also combinatorial in nature - hence an
ideal candidate for being modelledas a graph [??]. This not only helps in the visualization of feature-to-feature association,
but also trigger the important thoughts regarding how to select a subset which is nearly optimal.

The remaining part of this paper are organized as follows:

+ Section 2 lays down all the related works.

- Section 3 set the context for the proposed system and details on datasets used, the benchmarking of our
dataset with different algorithms.
+ Section 4 describes our on premise and federated de- ployment of our model.

+ Security and Encryption of data is very important in any surveillance system and Section 5 is dedicated to it.

+ Section 6 is all about conclusion.
2. SECTION TWO

2.1 Related Work

With the progress of Deep learning and increase in the com- pute power of edge devices, there has been a lot of devel-
opment in the genres of Video surveillance and monitoring in latest years. Karen Simonyan and Andrew Zisserman, in
[18] released a Two Stream Convolutional network that can be used to perform Action recognition in video sequences. One
CNN is used to extract spatial information such as the information about the scenes and the objects present in the video
sequence, while another CNN, that has been trained on multi-frame dense optical flow vectors performs the tem- poral feature
extraction. The SoftMax scores of each CNN stream is then combined by late fusion. Jeff Donahue et al. in
[19] developed an end-to-end trainable recurrent convolu- tional architecture that allows the model to learn long-term
dependencies and model complex temporal dynamics. Jun Liu et al. in [20] introduced a new type of LSTM [21] net- work
called Global Context-Aware Attention LSTM (GCA- LSTM), which performed 3D action recognition on skeleton data by
selectively focusing on the most informative joints in the action sequence. Unlike the regular LSTM, it evalu- ates the global
context and iteratively improves the perfor- mance by using a recurrent-attention mechanism. S, eymanur Akti et al. in [22]
used Xception for the feature extraction and trained a slightly modified Xception based CNN model for Fight detection. The
classification part consists of a Bi- LSTM model with attention modules[[23].

Shu Zhang et al in [24] developed a method to summa- rize entire video sequences by finding the most information
segments using a novel Context-aware video summarization (CAVS) framework. A dictionary of video features and spa-
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tiotemporal feature correlation graphs are learned which in- dicates how the motions correlate with each other in a global
context.

Changchun Long et al in [25] noted the bandwidth star- vation problem that arises with sending entire videos from edge
devices to remote loT servers, and proposed a novel edge computing framework in which the edge devices with their
abundant computation capabilities will transmit only the video features to the servers. The proposed framework has three
main architectural components. First, The Camera node which can be any static device fixed atop street lamps etc will record
a video, break them into chunks and transmit them to edge devices via D2D communication. The Edge nodes, which consist
of mobile devices with abundant com- putation capabilities, form a co-operative group, processes the video chunks to perform
detection and feature extraction. It then sends the extracted data to the server thus minimizing the bandwith requirement. The
last component is the Server. It has powerful computational capabilities and receives data from different Edge groups and
performs further video pro- cessing tasks.

R. Cucchiara, et al in [26] developed a ingenious system that used a distributed camera system to track people’s move-
ment in a house. Their tracking module incorporated a pos- ture detector and could tackle occlusions and shadow-related
problems.

Our system is developed around a similar ideology, dif- fering in our method using a more recent state-of the-art ap-
proach for Pose Estimation, along with using a new novel en- cryption method and the concept of Federated learning [27].

2.2 Proposed System

We have discussed in the previous section the works related to home surveillance using computer vision systems. In the
present society, as per the need of the time, an ideal surveil- lance system should contain the following features:

2.2.1 Itshould have extremely low-latency for an efficient realtime feedback.
2.2.2 Data should be anonymized and privacy should be maintained.

2.2.3 Bandwidth Optimization.

2.24 No effect of lost connectivity.

We have designed our system keeping in mind the above four points. Our work has been done using multi-CCTV sys- tems.
We have designed a Smart Box which is installed in the home. The cameras are connected to the Smart Box us- ing a wired
connection for maximum speed but can be con- figured wireless with a trade-off of latency. The smart box is connected to
the cloud through internet connectivity. The typical prototype of the smart box is shown in the figure.

The local connection between the CCTV Cameras and the Smart Box is responsible for low latency. The privacy of
personal data is maintained by maintaining a Federated Learning architecture. The efficient bandwidth optimization is
achieved by the intelligence of the local hub. Our system will even work in case of lost internet connection because the
prediction and the warning system is done completely offline. Due to the federated architecture the local hub does not re-
quire any heavy computational hardware which makes our system even cost-effective. The visualization of the whole
system can be illustrated from figure:

3. PRIMARY MODEL DEPLOYMENT

In this section the generalized training of the model in the cloud is discussed which will help for identification of abuse and
unwanted scenes in the concerned room. There can be various ways to classify the frames but we chose to use a
combination of Image Feature Extraction Model and Pose Estimation model for best results. The basic block diagrams

demonstrating the working is shown in Fig. 1, Fig. 2 and Fig.
3. Fig 1. represents how the setup will be made in the house, Fig 2. corresponds to multiple such devices installed in var- ious
homes and Fig 3. corresponds to the internal schematic of the Smart-Box.
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Figure 1. Block Diagram of a home
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Figure 2. Representation of Multiple Smart-Box
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Figure 3. Schematic of the Hardware in Smart Box

3.1 Dataset

We collected about 200 images each belonging to two cat- egories — Fighting and Non-Fighting. Each image contains two
humans. The images are of medium to high resolution, since OpenPose doesn’t run well if the images are too noisy or of
very low resolution. The images have been collected using Scraping, and from various Stock Image websites, and then
manually cropped and cleaned so that no image contains no more or less than two humans.

Data Augmentation

Our dataset contains 200 images each of Fighting and Non Fighting classes. In order to get more variety, we per- formed
Image Augmentation by performing various opera- tions suck as skewing, flipping, rotating etc. We also tweaked the
brightness, contrast and color saturation at random to make the data as varied as possible. We generated a total of 3000
images maintaining an approximate 50-50 distribution among the two categories.

3.1.1 Estimating Pose

After augmenting the data, we ran OpenPose on each of the images. We stored the generated pose points i.e. their x and y
co-ordinates along with their confidence scores in a data frame.

For the task of estimating the Pose of various humans present in the images, we used OpenPose[28], a position of the art
Pose Estimation Model. They used a novel bottom-up approach in which Part Affinity Fields (PAFs) were used to match
identified body parts with corresponding individuals in the image. They note that PAF refinement is critical for maximizing
accuracy, while body part prediction refinement is not that important, while increasing the network depth.

A major contribution of OpenPose is their first combined body and foot keypoint detector, which greatly reduced the
inference time compared to running both these detectors se- quentially, without any decrease in accuracy. Their project gave
rise to the first multi-person real-time 2D pose detection system, including body, foot, hand and facial keypoints. A few
examples of the OpenPose results on our dataset have been shown in Fig. 4 and Fig. 5.

3.1.2 Pre-processing

The images in our dataset did not always contain the en- tire body of person or even if it did, some body parts were
occluded. As a result, the pose estimation model rarely re- turned all 18 points of the human body. Our data frame thus
contained empty cells denoting “no point” of a particular body-part/id being generated by OpenPose for that particu- lar
image. To deal with these missing data, we filled them with zeroes, since using any other method such as mean, me- dian etc
111

Vol. 22, No. 1, (2025)
ISSN: 1005-0930



JOURNAL OF BASIC SCIENCE AND ENGINEERING

weren’t logical, and would instead introduce irrel- evant points that weren’t actually there. Since we were to pass these
points through Support Vector Machines, Logis- tic Classifiers and Neural Networks, we standardized them to have a mean
of zero and standard deviation of one.

3.1.3 Training

Our motive was to test and review how Pose Estimation can be used to classify actions. To that end, we decided to train four
models - a Support Vector Machine, a Logistic Regres- sor, a basic Dense Neural Network and a Convolutional Neu- ral
Network. The first three used only the Pose points as in- put, and was trained solely on it. The last model included the CNN
layers of VGG16, which were attached to a Average Pooling Layer and then flattened before being concatenated

Figure 4. OpenPose Results on Fighting Images from our dataset

with output of a second Input layer through which the Pose Point values were passed. The Concatenate layer was then
connected to a line of Fully Connected Dense layers, with the Output layer containing a single perceptron with S igmoid as the
activation function. The structure of our CNN-based model is shown in Fig. 6. Our idea was to see how extracting the image
features would help classifying the image along- side the Pose points.

We performed a 65%-35% training and validation split onour augmented set of 3000 images. After training all the four
models, we see that the CNN model has the highest accu- racy, most probably because it takes into account both the Pose Points
and the Feature vectors extracted from the im- ages. The Accuracy and Loss plots of the Logistic Regressor,Neural Network
and CNN-based model have been shown in
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Fig. 10.

Figure 5. OpenPose Results on Not-Fighting Images from our dataset

A comparison of all the four models have been shown in Table 1.

4. ON PREMISE MODEL

The on-premise model focuses on using the light-weight ver- sion of the model trained on the cloud which can be used for
predicting the live-video streams. The two stage learning in
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Model Input Training Validation
Accuracy Accuracy

Support Pose 95.21+0.34 | 88.96+0.27

Vector Points

Machine

Logistic Pose 85.70+0.5 83.12+0.74

Classifier Points

Neural Pose 95.95+0.62 | 89.07+0.44

Network Points

Conv. Pose 98.34+0.67 | 98.99+0.42

Neural Points +

Network Image

Table 1. Comparsion of the SVM, Logistic Regressor,

Neural Network and CNN models

this problem was advantageous in many cases it helped in prevention of high computational resources and the concept of
centralized training was changed.It is here the frames of the video streams are processed and any anomalous activity is
detected.

5. FEDERATED ARCHITECTURE ANDIT’S NECESSITY

Federated learning (FL) is a machine learning technique that upskills an algorithm across multiple decentralized edge de-
vices or servers holding local data samples, without exchang- ing them. The approach is different to other traditional in-
telligent dataset based algorithms where all the data are up- loaded to one common server as well as to some decen- tralized
methods where the data are identically distributed among the servers.

FL allows multiple users to design and implement a com- mon machine learning model without compromising the pri-
vacy of the data and also an added advantage of heteroge- neous data (data from different organizations will ensure ro-
bustness), thus also ensuring the preservation of data access rights.

In any home surveillance technique, it is always necessary to maintain the privacy of the data. We, hence found the ne-
cessity of federated learning in this context because federated learning means learning at the edge which ensures data is not
sent anywhere. We ensure that using this the personal infor- mation is not shared to any third-party person. FL has a two way
communication architecture where it will receive reg- ular updates from the on-cloud model and a feed-back will also be sent
to the cloud in the form of encrypted weights. Hence one can say the model is regularly trained without any need of
exhaustive dataset. Hence, this architecture solves the problem of dataset collection because datasets for sensi- tive issues
has always been a problem. The smart boxes are behaving as the client and the cloud is acting at the server.

6. TWO-STEP ENCRYPTION

Encryption is one of the most essential components in any cloud based working model. In this project we have em-ployed
a two-step encryption model to encrypt the weights before they are sent to the cloud for processing. In the first step/layer of
encryption, we first extract the fractional part of the weight after the decimal point and then code it by bitwise left shift(<<
operator) which multiplies the number with any power of 2 as one may desire; preferably not more than 2 to avoid making it
large. This is repeated for the integral part of the weight (without the sign) but with a different powerof 2 preferably not
more than 4. In the second step/layerof encryption, we convert the coded integral and fractional part obtained in the first
step to a single string literal along with the information of the sign it carries. We first appendedthe coded fractional part to D
indicating the decimal part and then depending on the sign we appended SIN or SOP for neg- ative and positive values
respectively followed by the coded integral part. The SIN indicates the sign bit being 1 for nega- tive and SOP indicates the
sign bit being 0 for positive. After the two steps of encryption, the coded form of a single weight stands as:-

D(coded fractional part)(SIN/SOP)(coded integral part)

In the decryption portion, we start unwinding the code in the reverse order. We first extract the fractional and integral
parts separately and then we use the bitwise right shift(>> operator) which divides the number by the same power of 2 we
used in the encryption. Then depending on the sign we create the original number in the string form first and then convert it
to a numerical datatype.

7. DISCUSSION
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In this paper we have discuss and analyzed how federated learning can be used for surveillance systems. One of the
disadvantage of Federated learning is that it requires many users so that the training and update is more robust. Our sys- tem
also requires when there is multiple no. of users. High internet connectivity is also required for better results but in- stead of
these constraints our system holds an important rev- olution in home surveillance.

8. CONCLUSION

We have demonstrated how pose points of humans in images can be used to an extent to classify the actions in said im- ages
and how federated learning can be used to establish a secure surveillance system in the home. Although, it alone does not
produce any state of the art result, it opens up new possibilities and ways to improve existing models. We plan to extend our
implementation to work on videos by using a combination of Convolutional and Sequence Models.
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Figure 6. Our VGG16 based CNN model
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Figure 7. Accuracy and Loss plots of the Logistic Regressor,
Neural Network and CNN model
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